Unique
Requirement ID

Service Category

Major Process

Requirement Description

The Supplier's solution shall provide an architecture designed to support vertical and/or
horizontal infrastructure and application scaling to meet increases in demand.

SYSMOD129 Base Integration
The Supplier's solution shall use standard messaging formats (e.g. XML, JSON, EDI, etc.) to  [Confirmed.
ensure interoperability.
SYSMOD130 Base Integration uret P y
All service endpoints/APIs shall be exposed to the State's Integration Platform and are able [Confirmed.
SYSMOD131 Base Integration to receive and submit messages through the State's Integration Platform.
The Supplier's solution shall have the ability to identify errors in transactions and Confirmed.
immediately notify the System Integrator and the source system of the specific errors
SYSMOD132 Base Integration including whether the errors have precluded loading and/or using the data.
The Supplier's solution shall be integrated in loosely coupled design patterns with the rest [Confirmed.
of the enterprise by encapsulating its core functions and interacting with the rest of the
SYSMOD133 Base Integration enterprise via interfaces to and from the State's Integration Platform which leverage
interoperability data standards.
The Supplier's solution shall support standard web services and specifications (e.g., REST,  [Confirmed
WSDL, WS-*, SOAP, JSON, XML, EDI).
SYSMOD134 Base Integration
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SYSMOD135

Base

Integration

The Supplier's solution must be capable of receiving, translating, and processing data to and|Confirmed.
from the variety of secure protocols (e.g., HTTPS, FTPs, SFTP, AS2, AS3). The Supplier shall
include in their response a list of protocols supported.

SYSMOD136

Base

Integration

The Supplier's solution shall ensure that module operational data is available and is supplied|{Confirmed.
to the State's Integration Platform in a format and frequency as defined by the Agency. The
State's Integration Platform may require full incremental data synchronization, as well as
periodic data refreshes, at agreed upon intervals.

SYSMOD137

Base

Integration

The Supplier shall participate in the API Governance process, as defined and administered
by the Agency. The API Governance process will define processes and adjudicate concerns
for items including but not limited to:

e Design and definition of solution endpoint API specifications

 Revisions to solution endpoint APIs (minor & major)

* Deprecation of solution APIs Confirmed.
 Definition of data formats and code lists utilized by an API

 Dispute resolution for API designs and behavior

* Publication of solution API specifications to the Agency's API Registry

SYSMOD138

Base

Integration

The Supplier shall coordinate security configurations and data sensitivity for multiple Confirmed.
environments (e.g. integration testing, pre-production) with the State's Integration Platform
as required by the Agency.

SYSMOD139

Base

Integration

The Supplier's solution shall capture, log, maintain and supply upon request to the Agency
metadata for transactions and service calls between the solution and the State's Integration |Confirmed.
Platform. Metadata shall include but is not limited to, enterprise-supplied transaction IDs,
transaction success/failure status, and other information as defined by the Agency. The
Supplier shall support tracking and debugging of transactions as required.

SYSMOD140

Base

Integration

The Supplier must maintain any and all hardware and software products required to suppor
the Supplier's solution at their most current major version (patches, fixes, upgrades, and Confirmed.
releases for all software, firmware and operating systems) or no more than one version
back from the most current major version.

SYSMOD141

Base

Integration

The Supplier shall provide an architecture that has clearly defined service endpoints. Confirmed.




SYSMOD142

Base

Integration

The Supplier shall accept the NP!I in all applicable standard electronic transactions mandated|Confirmed.
under HIPAA






